
HEALTHCARE
PROVIDERS

DATA COLLECTION DATA MATCHING DATA PROCESSING/ANALYSIS OUTPUTS

Data Controller & 
processor:

English, Scottish and 
Welsh Healthcare 

Providers

Data Controller: NHS England joint with Healthcare Quality Improvement Partnership (for data provided by English NHS 
providers); University of Leeds & University of Leicester  (for data provided by Welsh, Scottish and private hospitals)
Data Processors: University of Leeds & University of Leicester (PICANet)

English, Welsh and 
Scottish healthcare 

providers submit data 
via PICANet Web

(data entry or import)
Identifiable, sensitive 
Submission deadline: 

Continuous

Download extracts of 
own organisation’s 
data from PICANet 
Web for validation 

and reporting:
Identifiable, sensitive 

(option for 
pseudonymisation)

PICANet Data Dashboard
Anonymised and Aggregated

Annually with move to quarterly 
[PICANet website]

Peer-reviewed articles 
Anonymised and Aggregated
Small numbers; suppressed

Throughout the year

Develop statistical tables and 
outputs

Throughout the year

PICANet data flows (England, Wales & Scotland) v9.0: 30/03/2023

Key:        Processing activity
Identifiable data
Anonymised and aggregated data

CQC submission
[English NHS & private providers]

Anonymised and Aggregated
Autumn each year

LEGAL BASIS:
Common law duty of confidentiality:
- Section 251 approval [England and 

Wales] (research and audit)
- Caldicott and HSC-PBPP approvals 

[Scotland]
GDPR: Article 6 (1) (e): public task
Article 9 (2) (i): reasons of public 
interest (audit)
Article 9 (2) (j): scientific research 
(research)
REC research database approval 
(research processing)

LEGAL BASIS:
Common law duty of confidentiality: 
- Section 251 approval [England and 
Wales] (audit)
- Caldicott and HSC-PBPP approvals 

[Scotland]
GDPR: Article 6 (1) (e): public task
GDPR Article 9 (2) (i): reasons of public 
interest

* The National Data Opt-Out is not applied to data originating from care providers based within England. Exemption for PICANet non-research (21/CAG/0090)       
approved by the Health Research Authority Clinical Advisory Group.
PICANet will apply the National Data Opt-Out (England) to the processing and/or release of data for secondary uses, such as approved research projects, where 
the identifier fields require processing specifically for this use. NB. Third party access requests are assessed individually for their legal basis.

Data on all children 
and young people 

accepted for referral, 
transported or 

admitted to 
designated paediatric 
intensive care units 
(PICUs) providing 
paediatric Level 3 

Critical Care)
Identifiable, sensitive

LEGAL BASIS:
Common law duty of confidentiality: 
- Section 251 approval [England and 
Wales] (audit)
- Caldicott and HSC-PBPP approvals 

[Scotland]
GDPR: Article 6 (1) (e): public task
GDPR Article 9 (2) (i): reasons of public 
interest

A probabilistic matching 
algorithm is used to assign 

admission, referral and 
transport events to an 

individual patient identifier 
within the database

Identifiable, sensitive
Continuous

*

Annual Report
Anonymised and Aggregated

Autumn each year
[PICANet website and data.gov]


